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Biometric Activities
¥Convener of the Working Group 3 on Biometric Data 

Interchange Formats in ISO/IEC JTC1 SC37
¥Member of the CEN Biometrics Focus Group
¥Chair of the GI working group BIOSIG
¥Chair of the TeleTrust working group on Biometrics

Current Projects related to Biometrics @NISlab: 
! FP7-IP  TURBINE http://www.turbine-project.eu

! FP7-TN BEST http://www.best-nw.eu

BiometricsGroup@NISlab
Faculty: Christoph Busch, Patrick Bours, Faouzi Alaya Cheikh, Sule Yildrim, 
Erik HjelmŒs, Katrin Franke (adjunct member)

Post-doc researcher: Bian Yang, Davrondzhon Gafurov 

Ph.D. student: Daniel Hartung, Mohammad Derawi, Danish Mairaj 
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Biometric Characteristic
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Agenda

¥Introduction on Biometrics

¥Fingerprint Recognition

¥Risks in Biometric Systems

¥Sensor Security

¥Privcay and Biometrics

¥Template Security

¥Operational Security - Dependability
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What is Biometrics?

¥The observation (greek: ãµ!"#!$%Ò) of 
characteristics of the human body 
for the purpose of identification(recognition)

staff identity = ãbuschÒ

Introduction 
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Definition  

What is Biometrics?

¥International Organization for Standardization:
! Biometrics (09/2003): 

Ò(automated) recognition of (living) persons 
based on observation of behavioral and 
biological (anatomical and physiological) characteristicsÓ

- Remark: Anatomical has to do with the structure of the body Ð 
where physiological has to do with the function of the body.

! Biometrics (06/2004): 
ÒAutomated recognition of individuals 
based on their behavioral and biological characteristics.Ó
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Person authentication can be achieved by:

¥Something you know: 
Password, PIN, other secret

¥Something you own: 
SmartCard, USB-token, key

¥Something you are
Body characteristics

Something you know or own 
you may loose, forget or forward to someone else, 
with biometrics this is more difficult.
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Person Authentication in General
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Biometrics and Electronic Signatures
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How can we ensure secure identity authentication for 
electronic signatures and eCommerce applications?

¥European Directive 1999/93/EG on electronic signatures

¥German Signature act / order (SigG / SigV) as of 2001
! Access to the private key requires two factor authentication:

- Possession and knowledge (token and PIN)

- Possession and one or more biometric features (SigV ¤15 Par.1)

! Requirement: same assurance level (EAL4)
ãBei Nutzung biometrischer Merkmale muss hinreichend 
sichergestellt sein, dass eine unbefugte Nutzung des 
SignaturschlŸssels ausgeschlossen ist und eine dem 
wissensbasierten Verfahren gleichwertige Sicherheit gegeben ist.Ò

Unauthorized usage of 
signature key is impossible Same assurance level
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Chances with Biometrics

Electronic signatures

¥Secure signature devices should ensure, that the private key 
for electronic signatures is only then available, once a 
reliable authentication process has been completed.
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Generic Perspective on the Biometric Workflow

Biometric Workflow

¥An analog or digital representation (biometric sample)
of a biometric characteristic of the data subject 
is recorded and stored for reference (enrolment)
! The data subject (ãend-userÒ) is introduced to the system.

¥For a recognition attempt the biometric characteristic is 
recorded again and compared with the stored reference  
! If the comparison score exceeds a defined threshold,

the capture subject is authenticated.

¥Along with the acquisition of the biometric sample, 
background processes check, whether the presented
biometric characteristic is alive
! Liveness-detection
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Biometric Applications

Biometrics are increasingly used for verification 

¥Person identification
!  medical records retrieval

!  security check at borders

!  information system auditing

¥Ownership verification
!  credit card 

!  laptop

¥ Duplicate Enrolment Check
!  Government benefit registration

!  e-voting
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2008. Biometric template security. EURASIP Journal of 
Advances in Signal Processing. vol.2008, (2008).
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Biometrics and ePassports

New passports issued since November 1, 2005

¥Contact less IC Chip ISO14443 (Proximity)
! Minimum 32 Kbyte

¥Smart Card OS compliant to ISO 7816

¥Logical Data Structure (LDS)
! Info of Machine Readable Zone (MRZ) 

! Facial image and fingerprint image

! Electronic signatures

¥Validity
! <25 - 5 years

! >25 - 10 years (not in all European countries)

11



Biometrics and Security NISNet 2010-04-27Christoph Busch 

Off-line (Traditionally)

¥With ink and paper (rolled)

¥Latent fingerprints at crime scenes

¥Forensic processing

Live-scan (Present)

¥Direct scanning of finger tips 
using electronic sensors

Fingerprinting (AFIS)
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Scenario: Room surveillance camera

¥Train station Mainz: pilot project Foto-Fahndung

Biometrics and Watch-list Comparison
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Biometrics and Access Control

Scenario: 

¥Physical Access Control

¥Logical Access Control
! Staff member authentication via iris and face

- Improved security with speed gates 

! Reduce fraudulent use of season tickets

- Convenience: season ticket holders do not need to queue up

- minimized waiting period
!
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Identification - Verification

Identification:

¥Recognize the identity of an individual (1:n - comparison)

15

staff identity = ãbuschÒ

similarity:  ã71%Ò

(Comparison-Score)

Verification:

¥Validation of an identity claim (1:1 - comparison)



ISO SC37 Standing Document 11 

¥Components of a General Biometric System

Architecture of a Biometric System

Source: ISO/IEC JTC1 SC37 SD11
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Biometric Characteristic
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Relevant properties - derived from [JainBoPan99]

¥Universality - every individual should have it.

¥Uniqueness - is the characteristic distinctive such 
                      that any two individuals are sufficiently different.

¥Performance - capture throughput time but primarily associated     
                        with biometric performcance (low errors) 

¥Permanence - the characteristic should be invariant over time.
                      (persistent / immutable / limited ageing effects)

¥Collectability - the characteristic is measurable and
                        the quantative result is reproducible.

¥Acceptability - convenient measurement at low cost and 
                        unobstrusive for data subjects.

¥Circumvention - hard to collect and replicate 
                              a fake biometric characteristic (Security)
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Biometric Modalities

Biological
¥Fingerprint recognition

¥Face recognition 
(also thermogram)

¥Retina recognition

¥Iris recognition

¥Hand geometry recognition 
(also thermal) 

¥Vein recognition 

¥DNA recognition

¥Ear / Inner ear acoustic 
recognition

Behavioral
¥Keystroke recognition

¥Signature recognition

¥Voice recognition

¥Body movement recognition
! Gait

! Lips movements

¥Body odor recognition

¥EKG recognition
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Origins of a Biometric Characteristic

Epigenetic

¥Biometric characteristics are influenced 
by oneÔs parents genes and can thus are - partly - inherited

Randotypical

¥Biometric characteristics are created during pregnancy 
(early foetal life) and to a large extend result 
of a random process
! The resulting characteristics remain constant for entire lifespan

Conditioned

¥Biometric characteristics represent the pattern of 
oneÔs behavior and thus can be - partly - 
trained and changed.

 Each biometric characteristic is influenced by all three  factors!
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Biometric Vocabulary (ISO CD 2383-37)

ISO Harmonized Biometric Vocabulary
http://www.3dface.org/media/vocabulary.html

¥biometric characteristic:
! biological and behavioural characteristic of an individual that can 

be detected and from which distinguishing, repeatable biometric 
features can be extracted for the purpose of automated recognition 
of individuals

¥biometric sample:
! analog or digital representation of biometric characteristics prior to 

biometric feature extraction and obtained from a biometric capture 
subsystem

¥biometric feature:
! numbers or labels extracted from biometric samples 

and used for comparison
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Biometric Vocabulary (ISO CD 2383-37)

¥biometric reference:
! one or more stored biometric samples, biometric templates or 

biometric models attributed to a biometric data subject and 
used for comparison

! biometric template:

- set of stored biometric features comparable directly to 
biometric features of a probe biometric sample

¥biometric  probe:
! biometric data input to an algorithm for comparison 

to a biometric reference(s)

¥comparison:
! estimation, calculation or measurement of similarity or dissimilarity 

between biometric probe (s) and biometric reference(s)

¥comparison score:
! numerical value (or set of values) resulting from a comparison

21



Biometrics and Security NISNet 2010-04-27Christoph Busch 

Example: Fingerprint

Comparison of two feature vectors 
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Categorization of Biometric Systems

¥cooperative vs. non-cooperative
! contact-less vs. body contact

¥habituated vs. non-habituated

¥public vs. private
! all citizens vs. staff members (employees)

¥open vs. closed (level of exchange between application)

¥attended vs. non-attended

¥positive identification vs. negative identification

¥dependability on environmental factors
! standard environment for illumination, (traffic-) noise etc.

¥biometric performance
! how precise does the system recognize individuals?

¥fake resistance

23
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Algorithm Error Metrics 

Algorithm error rates

¥False-Match-Rate (FMR) - often confused with FAR

¥False-Non-Match-Rate (FNMR) - often confused with FRR

¥Equal-Error-Rate (EER)

Constraints: p

st

FNMR (t)

FMR ( t )

10

pdf i pdfgEER

Threshold

24

error

rates

FMR FNMR



Graphical Presentation

DET curve (detection error trade-off curve)

¥plots error rates on both axes 
! false positives on the x-axis and

! false negatives on the y-axis)

Image Source: ISO SC37
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False-Accept-Rate (FAR)

False-Reject-Rate (FRR)

¥Failure-to-Acquire Rate (FTA): no feature vector

¥Failure-to-Capture Rate (FTC): no sample

System Error Metrics 

26

FAR = FMR ! (1 " FTA)

F RR = FT A + F NMR ! (1 " FTA)

F T A = FTC + FTX ! (1 " FTC)
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Open set identification Error Rates

False-Positive-Identification-Rate (FPIR)

¥for small FMR we can substitute

¥and thus the FPIR can be approximated with

Take care, when implementing identification systems,
as the error will increase about linearly with the size N !

F P IR = (1 ! FTA) " (1 ! (1 ! FMR )N )

(1 ! FMR )N " 1 ! N # FMR

FPIR = (1 ! 0) " (1 ! (1 ! N " FMR )

FP IR = N ! FMR
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The perfect Biometric Method ...

... for all applications does not exist.

¥Application scenario ãNuclear Power PlantÒ:
! Fake resistance important

! Low FAR relevant

! Costs and operating expenses of limited interest

¥Application scenario ãVideo Rental Membership CardÒ:
! Low costs important

! Complexity of operation impact convenience

! Low FRR relevant
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The Market Perspective Slides

Image you are an investor .... 
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The Market Perspective Slides

Image you are an investor .... 

¥The annual growth ratio is at 28%
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Fingerprint Recognition

31



Biometrics and Security NISNet 2010-04-27Christoph Busch 

Milestones ...

Hand-Geometry and 
fingerprint patterns
were recorded by the 
Micmac tribe 

¥Prehistoric petroglyphs 
were discovered at 
lake Kejimkoojik - 
close to Halifax

Image Source: Heindl



Fingerprints and Dactyloscopy

William J. Herschel

¥English officer in India - 1888
! Responsible for the payment 

of allowances to pensioned soldiers

! Difficulty preventing impersonation

! Signature on pension contracts with palm-prints and finger-prints

¥Collection of thousands of fingerprints - since 1858
! 28 years long observation of his personal palm- and finger-prints

¥Proof of the principle of persistency of epidermal ridges

Contract between 
Herschel and Rajyadhar Konai -

KonaiÔs palm-print is in the 
backside of the contract.

Bengal, India, July 28, 1858



Structure of the skin

¥Identical reproduction of pattern 
! The ridges on the epidermis grow from the underlying dermis 

and are steadily reproduced
! Minor cuts, burns and injuries will only alter the 

fingerprint appearance for a limited time 

¥Built at random
! monozygotic twins have different fingerprints

¥Fingerprints are formed during
early foetal life, remain constant
and are on of the last recognizable
characteristics to disappear 
after death
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Fingerprint Recognition

Source: FBI 1984
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Structure of the skin

¥Cross-Sectional diagram of the skin

¥Two layers: 
epidermis and dermis

¥The epidermis is the thinner
of the two layers and serves
as a protective covering

¥The dermis is the thicker
layer of skin which lies
protected under the 
epidermis, and contains glands:
! sweat glands - 

releases sweat consisting of 
water, salt and urea

! sebaceous glands - 
releases oils

Fingerprint Recognition

Source: SWP 2007
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Optical Sensor

¥Finger is placed on the surface of an optical prism
and illuminated with monochrome light

¥High image quality, extensive size (construction)
! Resolution 500 dpi up to 1000 dpi

¥Total Internal Reflection (TIR)
! Reflection of light is suppressed,

where the skin contacts the surface

Light source

Prism

Camera

Fingerprinting Sensors

36

Optical Sensor
Source: Cross Match
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Capacitive sensor chips

¥Contacting skin acts as 
the opposite plate of a capacitor 

¥Chip configured as an array 
of capacitor plates

¥The capacity for every cell is measured via 
the conductance and corresponds 
to the skin distance

¥Small and integrate-able (e.g. in mobile phones)

¥Can suffer from electrostatic discharge and mechanic stress
Capacitive sensor
Image size: 224 x 288 Pixel
Image resolution: 
513 dpi  - 8 bit/pixel
Sensor: 11,3 mm x 14,3 mm

Source: Infineon

Fingerprint Sensors 
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Source: Infineon Source: Idex

Capacitive line sensor



Translation: 

¥Varying positions of the finger
on the sensor

Rotation: 

¥Varying orientation of the finger
on the sensor

Scaling: 

¥Non-linear deformation
of the fingerprint

Challenge for processing: 
alignment of probe vs. reference

Biometrics and Security NISNet 2010-04-27Christoph Busch 

Challenges at Image Acquisition
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Right Loop (ãRÒ) 

¥The loop pattern contains 
a characteristic 
delta structure

¥Ridges tend to be outward 
bounded to the right side

¥The characteristic delta
is located on the opposite 
side

Basic Dactyloscopic Patterns

Image Source: BKA
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Basic Dactyloscopic Patterns

Arch (ãAÒ) 

¥The  basic pattern does not 
contain a characteristic delta 
structure

¥The  ridges in the centre of the 
pattern run - curved upwards -
from one side to the other side

Image Source: BKA
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Basic Dactyloscopic Patterns

Whorl (ãWÒ) 

¥The basic pattern contains two 
characteristic delta structures

¥The ridges in the cores of the 
pattern are curled

Image Source: BKA
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Minutia Types and Galton Details

ridge ending

lake (enclosing)

line crossing

independent ridge 
(short line)

line break

 Combinations from endings and bifurcations:

crossover

bifurcation

trifurcation
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                                         Reference               Probe

Fingerprint Recognition
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Preprocessing
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Feature Extraction

Determination of a directional image

¥Block-wise directional image

¥Blocks of 16x16 or 32x32 pixels

¥Orientation of the block is set to the most common direction 
of its pixels

45

Image Source: R. MŸller
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Skeletonizing 

¥Target: Thinning of the the ridge line 
such that remaining line is one pixel wide

¥Goal: Positioning of minutia points on the pixel level

¥Methods
! Ridge line tracing on gray level images

! Skeletonization on binarized images

Extracted lines Thinned lines

Feature Extraction
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Feature Extraction

Localization of minutia points with crossing numbers 

¥A pixel p with val(p) = 1 is
! an intermediate ridge point if cn(p)=2

! corresponds to a ridge ending if cn(p)=1

! defines a more complex minutia (e.g. bifurcation) if cn(p) >= 3

47

intra-ridge pixel ridge ending ridge bifuraction
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Detecting a corresponding minutia 

¥seeking for ãmatesÒ

Minutia 

¥is considered as a triplet (x,y, !)

¥absolute position (coordinates) and 
the orientation (angle ! ) 

ridge ending (re) ridge bifurcation (rb)

Comparing Minutiae

48

x

y

x

y

Image Source: ISO SC37



Comparison of corresponding minutia points

¥Reference  R and Probe P

where m and n denote the number of minutiae 
in R and P, respectively

¥We state that two minutiae match, if the spatial difference sd
and the directional difference dd is within tolerance bounds
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Detect a Minutia Mate

49

R = { m 1, m 2, ...m m } , m i = { xi , yi , ! i } , i = 1 ...m
P = { m !

1, m !
2, ...m !

n } , m !
j = { x!

j , y!
j , ! !

j } , j = 1 ...n
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Comparison of point clouds - classification of mates:

¥H   high score

¥M   medium score

¥L    low score

¥NK not kept 
      (for comparison
       of the fingerprint)

H

NK

NK H

NK

L

M

NK

NK

H

L

Reference minutia Probe minutia

Comparison Score
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Risks in Biometric Systems
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Methodology for Risk Analysis

52

1) Probability for false accept?
2) Probability for targeted attack?
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Risks in Biometric Systems

53

Source: ISO/IEC JTC1 SC37 SD11 
Reference Architecture

Risk No1

Risk No2

Risk No3
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Replicates of Biometric Characteristics
and Fake Finger Attacks
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Security Fingerprint Sensor - Attack 2

Attack without support of an enroled individual 

¥Recording of an analog fingerprint from flat surface material
! z.B. glass, CD-cover, etc.

with iron powder and tape

¥Scanning and post processing:
! Correction of scanning errors

! Closing of ridge lines (as needed)

! Image inversion

¥Print on transparent slide

¥Photochemical production of a platine
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¥A thin shopping bag filled with warm water can circumvent 
liveness tests for capacitive sensors, activating latent prints

¥Sometimes the same can also be achieved by warm breath

Security Fingerprint Sensor - Attack 3
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Source: cÔt - Magazin fŸr Computertechnik, 11/02 p.114-123
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Vein Recognition

Observed body parts

¥Identifying the subcutaneous (beneath the skin) vein pattern
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Vein imaging

¥Currently widespread: 
! near-infrared (NIR) optical systems 

! 700 - 1.000 nm 

¥Principle: 
! Illuminate region of interest 

with NIR light source 

! Veins generally function to return 
deoxygenated blood to the heart 

! Deoxygenated hemoglobin in the 
red blood cells absorbs NIR rays

! Other tissue does not absorb the rays

! Capture vein pattern with NIR 
sensitive device 
(CCDs are commonly used)
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Capture Principle

58

UV rays Visible light Infrared rays

WavelengthShort Long
0.4 �� m 0.7 �� m

Near infrared light
Penetration of human body begins 

at this wavelength

1 �� m
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Vein Recognition

Vein sencors have reached product state

¥Palm: Fujitsu, Techsphere 

¥Finger: Hitachi, Sony, Sagem Securite (Vein + Fingerprint) 

Capture devices

¥Based on ãcontactlessÒ optical sensors

¥Problem: black boxes, intellectual property

59

Hitachi finger vein scanner Fujitsu palm vein scannerSony finger vein scanner
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Transmission

60



Security Data Transmission

Data transmission can be protected 
with classical cryptography
Biometric Authentication Context

¥ISO/IEC SC27 - ISO 24761

¥Biometric data is exchanged between subprocesses
- BPU - Biometric Processing Unit

- BR - Biometric Reference

Image Source: ISO SC27
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Privacy and Biometrics
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What is the Perspective?

Data Privacy Culture differs

¥European Countries: need to apply Directive 95/46/EC

! Biometric data is owned by the data subject, 
who principally have the right for self-determination

¥non-European Countries (e.g. USA): 

! Biometric data is owned by the organization 
that processed the data
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White Paper on Biometrics and Data Privacy

TeleTrust Association
published White Paper in May 2008:

¥ãDatenschutz in der BiometrieÒ

¥http://www.teletrust.org/uploads/media/
Datenschutz-in-der-Biometrie-080521.pdf

English short version published by IEEE (August 2008):
¥ãBiometric Systems and Data Protection Legislation in GermanyÒ
¥http://www.ieeexplore.ieee.org/xpls/abs_all.jsp?

isnumber=4603987&arnumber=4604234&count=355&index=246
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Data Protection Principles

Proper legal basis must exists

¥based on legislation or on effective consent

Purpose binding principle 

¥Personal data may be used only for the purpose 
they were originaly collected for 

Proportionality principle

¥Processing of the data, its amount and type must be proportional
in relation to the interference with the privacy of the data subject

Data minimization principle

¥Personal data collected and process have to be necessary
to fulfill the purpose of the biometric system

¥Personal data have to be deleted or anonymized 
as soon as possible
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Data Protection Principles (cont.)
Transparancy principle

¥It needs to be transparanet for the data subject 
which data are collected and processed

Data subjectÔs rights

¥Data subjects have the right to be informed about 
processing of their personal data and to get data erased

Protection of sensitive personal data

¥Processing of sensitive personal data is prohibited

¥Sensitve data are about racial or ethnic origin, political opinion, religious or 
philosophical beliefs, membership in trade unions, 
health-related information and sexual orientation and preferences

Security safeguards

¥Proper organization and technical security measures 
need to be in place when personal data 
are being collected or processed 

66
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Additional Information

Change of vein image when oxyglobin in blood

¥ãDoping-DetectorÒ?

Biometric sample will reveal medical information in case of

¥Infection and thrombosis

¥Arteriovenous malformation 

¥Hypothenar hammer syndrome

67

Arteriovenous malformation Hypothenar hammer syndrome
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Additional Information

Face Recognition

¥Expression of the face

¥Genetic Syndromes

68
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Malign Melanom of the Iris

Quelle: Online Journal of Ophthalmology
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Miosis (minimized pupil)

Source: Online Journal of Ophthalmology
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Investigation

Impact of drugs to the pupil?

Date: January 13, 2003 - 15.00h
Test person :  X

Date: January 13, 2003 - 23.45h
Test person :  X +
       2 beer +
       1 cocktail +
       4 glass red wine +
       1 grappa +
              1 cigar
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Security of Biometric References

72
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Security Data Storage

¥Data storage as such can be protected with classical security 
mechanisms such as symmetric ciphers

¥Is that sufficient?
! Social engineering

! Cooperation of admin staff

! Biometric references are valuable data and 
subject to privacy regulations!

! Can we invert templates?

! Can we renew references?

73
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Sample Reconstruction

Recipe for artificial fingerprint reconstruction:

¥Take the fingerprint template with minutia points and type.

¥Create a 2D drawing, where you place all the minutia points 
and there respective minutia type and angle information

¥Link all the minutia points, while guessing the precise 
topology and polygon  for the ridges between the minutia 
points and thus create an artificial fingerprint
! Make sure that the created ridges are not in contradiction to 

the type/angle information at the minutia points

Processing the reconstructed sample

¥The feature extraction component will extract from the 
reconstructed sample the (presumably wrongly created) 
ridges and generate a list of minutia points,
! which is most likely very similar to the list 

stemming from the original sample
74



Possible attacks on reference data

¥Cross-Comparison: Identical template can establish 
unwanted links for one individual between several databases 

¥Renewability: The biometric characteristic can not be revised
! Only 10 finger, 2 eyes, 1 face, ...

! Once compromised, compromised for ever

! For PW-based system you would
expect renewal frequently (e.g. every 3 month)

¥Additional information 
! almost for each biometric characteristic

Is encryption of biometric references 
a sufficient level of protection?
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Further Risks for Biometric References

75



Classical crypto / encryption does not solve the problem

¥Data needs to be decrypted prior to comparison
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Challenges
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Hash Functions

Hashing the reference?

¥Approach analog to UNIX Password authentication

¥Public assessable file: /etc/passwd
id:<login_name>:hash(password)

¥Authentication:
hash(input) =?= hash(password)

H(.)
H(x)x

simple

close to impossible



Difference between passwords and
biometric samples

¥Biometric measurements are influenced by noise

¥Cryptographic one way functions are (by purpose) extremely 
sensitive to smallest changes in the input data 

Classical crypto hashing does not solve the problem either
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Challenges

h(010 00101)  is not similar to  h(010 10101)
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BTP is a widely used Concept

Biometric Template Protection
¥ alias {Helper Data Scheme, biotoken, biotypes, Pseudo Identities, 

Pseudonymous Identifier, Fuzzy commitment, Cancelable Biometrics, Biometric 
encryption, Biohasing, Fuzzy Vault, Shielding functions, Fuzzy extractors, 
Extended PIR, BIOCRYPTICS,}

¥All of them can be represented in a unified architecture
! see Brebaart et al. ãA Reference Architecture for Biometric Template 

Protection based on Pseudo IdentitiesÒ, GI-LNI: BIOSIG 2008 

¥Vendors: 
! IBM
! Philips 
! priv-ID
! GenKey
! Mitsubishi
! Hitachi
! Sagem Securite
! securis
! secunet
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Requirements for BTP schemes

¥Secrecy: Store biometric references in the database in 
encrypted form. Comparison without decryption.

¥Diversifiability: New reference can be created from same 
biometric characteristics.

¥Renewability: being able to revoke and renew template data.

¥Noise-robustness: Stored information can be used for 
authentication with noisy biometric samples

¥Privacy preserving:
! Original biometric sample can not be derived from binary string 

(Non-invertibility)

! Unique pseudonymous  identifier for each application prevents 
database cross-comparison (Unlinkability)

! No leakage conjugation (e.g., key-inversion)
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Requirement

81

Privacy enhancing authentication solutions

Fingerprint
biometric

characteristic Multivendor
interoperability

Minutiae
Vendor A

Minutiae
Vendor B

Template
protection H

as
h

Generation of
protected

pseudo identifiers

Multiple + revocable
pseudo identifiers 

based on same fingerprint

ID1

ID2

ID3

Identifiers are not 
invertible
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State of the Art on Biometric Template Protection
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Survey of Algorithms

Typical approaches for template protection

¥Survey paper: A. Jain et al.: Biometric template security. 
EURASIP Journal of Advances in Signal Processing, (2008).

¥Salting 
! biometric features are transformed using a function defined 

by a user-specific key or password. 

¥Non-invertible transformation
! applying a non-invertible transformation function to biometric features 

(IBMÕs cancelable biometrics, GUC algorithms)

¥Key-binding biometric cryptosystem
! binding it with a key within a cryptographic framework 

(Fuzzy schemes)

¥Key-generating biometric cryptosystem
! direct cryptographic key generation from biometrics 

(secure sketch, fuzzy extractor, BIOCRYPTICS)
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Cancelable Biometrics

Transformation of a signal prior to feature extraction

¥IBM - Ratha, 2001 

¥Grid morphing

¥Block permutation
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Cancelable Biometrics

Transformation of a signal prior to feature extraction

¥Non-invertible transformation based algorithm:
Cancelable biometrics (IBM Ð Ratha et. al. IEEE PAMI2007 )
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Non-invertibility introduced by ÒfoldingÓ operations

Image Source: IBM
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Helper Data Scheme

Fuzzy Commitment Scheme (Philips 2005)

¥ R is the binary extract of feature vector F

¥ C is the codeword generated for random string S

¥ W = C! R is the public helper data and { h(S), W} are stored as reference

¥ CÕ=W! X is computed in the recognition process

! Hamming Distance between C and C« needs to
be smaller than the error correction capabilities

RNG

Database

Enrolment Verification

S

R

 h( ) 
h(S)

 DEC
SÕ

 h( ) 
h(SÕ)

Match? (y/n)

Compare
h(S)

  ENC  C W

X

W CÕ



A. Juels and M. Sudan (SIT 2002)
A.K. Jain (AVBPA 2005 and IEEE TIFS 2008)

¥Vault creation:

Biometrics and Security NISNet 2010-04-27Christoph Busch 

Fuzzy Vault
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Image Source: A. Jain
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Fuzzy Vault

A. Juels and M. Sudan (SIT 2002)
A.K. Jain (AVBPA 2005 and IEEE TIFS 2008)

¥Vault authentication:
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TURBINE - TrUsted Revocable Biometric IdeNtitiEs

Integrated Project

¥European 7th Framework Programme 

¥Duration: 3 years 

¥Funding:  9.9 M& 

¥Target: provide secure authentication based on protected 
biometric templates (testing and application modality is 
currently concentrating on fingerprints)

http://www.turbine-project.eu/
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FP7  IP TURBINE 
3 years Integrated Project 
¥from FebÔ2008 until JanÔ2011

The TURBINE Consortium 

Industry :
Sagem SŽcuritŽ (F)

Philips Research Europe (NL)
Sagem-ORGA (D)

Academia :
K.U. Leuven (B)

Gj¿vik Univ. College (N)

SMEs:
Precise 

Biometrics (S)
Cryptolog (F)
3D-GAA (GR) 
ARTTIC (F).

Sagem SŽcuritŽ, ARTTIC

Biometrics Cryptography

Sagem SŽcuritŽ

Precise Biometrics
Philips Research

KU Leuven

Cryptolog

3D-GAA

Gj¿vik Univ. College

Sagem
-ORGA

Implementation, 
test & validation

Management & dissemination
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ID1 + I0I 0II I0I 0II II0 00II 0I
ID2 + I0I I0I II0 I0I II0 I0I0 I0
ID3 + II0 0II 0II I0I I0I 0II0 I0

É

Mr SMITH +

Name : SMITH
Date of birth: É

Identity managed by issuance State,
including biometrics, certificates &

data protection mechanism

TURBINE

IMPACT on ÒIDÓ verification

¥ Different identities (pseudo, voter, tax payer, É) 
  derivate from a trusted identity

¥ Trust the token holder true his Þngerprint

¥ Fingerprint is transformed & substituted 
  instead of encrypted !   privacy impact

¥ Revocation without impact on the original Þngerprint 
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Impact



Biometrics and Security NISNet 2010-04-27Christoph Busch 

TURBINE - Partners Algorithms (1)

Spectral Minutiae (SM) based Fuzzy Commitment  

¥Univ. of Twente and Philips Research

¥Idea: convert minutiae to fixed length ordered representation 
(requirement helper data system)

¥Haiyun Xu, et al. ÒFingerprint Verification Using Spectral Minutiae 
RepresentationsÓ, IEEE TRANSACTIONS ON INFORMATION 
FORENSICS AND SECURITY, (2009)

92

Polar sampling

- Translation invariant -  Fixed-length feature vector
- Rotation becomes translation

2D Fourier transform

- Translation and rotation

!

"

!
"

Complex valued functions
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TURBINE - Partners Algorithms (2)

On-Card-Comparison with templates stored in 
Secure Authentication Module (SAM) 

¥Sagem Security

¥Idea: decrypting limited number of candidates in Secure Access 
Module (SAM) to do plain-text comparison 

¥Julien Binger et al. ÒExtending Match-On-Card to Local 
Biometric IdentificationÒ, COST 2101/2102 Conference, 2009)
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Geometric Offsetting based minutiae Hash 

¥Gj¿vik University College

¥e.g.: 6 out of totally 12 orientations defined 
from a 4-point minutia vicinity

¥B. Yang et al. ãRobust Minutiae Hash for Fingerprint 
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TURBINE - Partners Algorithms (3)
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Geometric Offsetting based minutiae Hash

¥Step 1: Minutiae ordering and geometric alignment 

¥Distance ordering: the largest 5 distance out of totally 6 
distances selected to form a vector 
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TURBINE - Partners Algorithms (3)
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Geometric Offsetting based minutiae Hash

¥Step 2: Orientation based alignment and coordinate 
offsetting 

-
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TURBINE - Partners Algorithms (3)

x
. .

mÔai

y

cÔai2

cai3

cai1

xo

Orientation of original x-axis

Orientation O1

! x1

! y1

.cei1

! x1

! y1

cei3.
! 2
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GUC100

¥6 scanners,100 subjects

¥~ 72000 images

¥12 sessions 
! on separate days

¥Uncontrolled 
! No image quality control

¥Controlled 
! Quality was controlled to some extend visually 

e.g. by wetting fingers if necessary

¥Sequestered database - 
! No access granted to algorithm developers
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TURBINE - Performance Testing
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Performance metrics reported

¥according to ISO 19795-1

¥Algorithm performance (FMR vs. FNMR)

¥System performance (FAR vs. FRR)
! FAR = FMR*(1-FTA)

! FRR = FNMR*(1-FTA) + FTA

! FTA = FTC + FTX*(1-FTC)

¥Minutiae level (classical)
! Without considering image quality

! With image quality (NFIQ > 3 count in FTC)

¥Pseudonymous Identifier (PI) level
! Large throughput

! Less points in DET curves
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TURBINE - Performance Testing
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Performance results - Minutiae level

¥Benchmarking of Sensors using COTS Neurotechnology 
with considering image quality (NFIQ<3 is FTC)
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TURBINE - Performance Testing
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Algorithm performance System performance



Performance results - Pseudonymous Identifier level

¥One example of a PI algorithm. 

¥Disclaimer: 
other algorithms 
have also been tested 
in the benchmark,
and the security 
analysis is 
still ongoing 
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TURBINE - Performance Testing
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Standardization on Template Protection
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International Organization 
for  Standardisation

International 
Electrotechnical

Commission

SC 17 
Cards & Personal Identification

SC 27 
IT Security Techniques

SC 37 
Biometrics

TC 68 
Banking, Securities 
 Financial services

SC 37 Formal Liaisons

SC37 to  TC68

Joint Technical
Committee One

Biometric Standardisation

International Civil
Aviation Organization
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Biometric Standards

¥ Overview of existing biometric standards
Ð ISO TC68 SC2 (Banking and Financial Services)

Ð ISO/IEC JTC1 SC17 (Cards and Personal Authentication)

Ð ISO/IEC JTC1 SC27 (IT Security Techniques)

Ð ISO/IEC JTC1 SC37 (Biometric Technologies)

Ð ANSI serial

Ð INCITS serial

Ð ICAO (Doc9303)

Target project Ð 

ISO/IEC JTC1 SC27 WG5 project 24745 

ÒInformation technology - Security techniques Ð Biometric information protectionÓ
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ISO 24745

Topics  addressed:

¥Threats  and countermeasures to  biometric systems; 

¥Cryptographic requirements for the implementation of 
countermeasures;

¥Requirements for the binding of  a biometric reference with 
an identity reference; 

¥Several models of biometric system different scenarios for 
the storage and comparison of biometric references;

¥Privacy requirements for the protection of the individuals 
data  during the storage and processing of biometric 
information.
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Security in Application Models

Classification of system regarding storage of biometric 
references and comparison

¥Clause 7.2
! Model A Ð Store on server and compare on server 

! Model B Ð Store on token and compare on server 

! Model C Ð Store on server and compare on client 

! Model D Ð Store on client and compare on client 

! Model E Ð Store on token and compare on client 

! Model F Ð Store on token and compare on token

! Model G Ð Store distributed on token and server, compare on server

! Model H Ð Store distributed on token and client, compare on client 
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ISO 24745

Security Requirements

¥Confidentiality
 Ò...property that protects information against unauthorized 
access or disclosure...Ó

¥Integrity
ÒÉproperty of safeguarding the accuracy and completeness 
of assets.Ó

¥Availability
ÒÉproperty of being accessible and usable upon demand by 
an authorized entity.Ó

¥Renewability and revocability
ÒÉprovide means to resolve compromised biometric 
references, and not for compromised biometric 
characteristicsÓ
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ISO 24745

Privacy Requirements

¥Irreversibility
Ò...biometric data shall be transformed in such a way that the 
biometric sample or a deductable attribute that does not 
serve the agreed purpose of the identity management 
system cannot be retrieved from the transformed 
representationÓ 

¥Unlinkability
Ò...the stored biometric references shall not be linkable 
across applications or databasesÓ.

¥Data minimization 
Ò...the goal is to minimize irrelevant and/or undesired 
processing of personal data, including during the verification 
of a personÕs identityÓ
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¥Architecture for renewable biometric references

PI Framework
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Pseudonymous Identifier (PI)

Pseudonymous 
Identifier
Encoder

Pseudonymous 
Identifier

Comparator Pseudonymous 
Identifier
Recoder










































