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Outline
• Swiss army knife in cryptography

• What is cryptographic hash function?
• Conflict between theory and practice

• Random oracle paradigm

• Formal definition of cryptographic hash functions a nd basic attacks

• Choosing the length of hash functions
• Merkle-Damgård iterative construction of hash funct ions

• A short history of practical hash functions constru ctions (and their failures)

• Merkle-Damgård Construction does not act as Random Oracle
• Constructions of iterative hash functions that do n ot suffer from attacks on MD

• Building blocks in the hash functions

• Description of the main applications of hash functi ons

• NIST worldwide hash competition for SHA-3
• Advertisment: Blue Midnight Wish Cryptographic Hash  Function



3

NISNet - Winter School FINSE, 25 - 30 April, 2010,Cryptographic hash functions

Swiss army knife in 
cryptography

• One of the most useful mathematical concept 
that has been invented in the contemporary 
cryptology in the last 20 years.

• Main use:
– Part of digital signature schemas
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What is a cryptographic hash 
function?

Intuitive requirements
• A function that maps a message of an arbitrary length 

to a n-bit output (the message digest)
– output to act as a fingerprint

– if the message digest is transmitted securely , then changes to the 
message to be detected with overwhelming probability
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What is a cryptographic hash 
function?

Informal definition

A function h:{0,1}* � {0,1} n, for a given n�� is 
called cryptographic hash function if it is
1. One way
2. Collision resistant
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What is a cryptographic hash 
function?

1. One way
– Preimage resistant i.e. it should has the property that it is “easy” to 

compute h(M)=y for a given M� {0,1}* , but it should be “hard” (or 
“infeasible”) to compute any M’ if just the value of y is given.
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What is a cryptographic hash 
function?

1. One way
– Second preimage resistant i.e. it should has the property that for a given 

M it is “easy” to compute h(M), but it should be “hard”' (or “infeasible”) to 
find another M’ � M such that h(M’ )=h(M).
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What is a cryptographic hash 
function?

1. Collision resistant
– It should be “hard” (or “infeasible”) to  find two values 

M � M’ such that h(M)=h(M’ ).
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Conflicts theory vs. practice

• The first explicit note for the need of one-way 
functions in cryptography was given by Diffie and 
Hellman in 1976.

• Several significant theoretical works by Yao in 1982 
and Levin in 1985 (connected with even older ideas 
of by Kolmogorov from mid and late 1960s)

• The existence of one-way functions was connected 
with the famous question from the complexity theory 
is P = NP ?
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Conflicts theory vs. practice

• It was shown that if one-way functions exist then       
P � NP 

• Or vice versa, if P = NP then there are no one-way 
functions.

• The first conflict:
– It is well known that so far no one has succeeded either to prove or 

to disprove the claim P = NP, 
– Nevertheless the practical requirements to the designers of the 

cryptographic hash functions are to construct functions that look 
like one-way.
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Conflicts theory vs. practice

• Trivial theoretical fact (the pigeonhole principle). 
Since h:{0,1}* � {0,1}n, then there are infinite number 
of colliding pairs M1,M2 � {0,1}* such that 
h(M1)=h(M2). 

• The second conflict:
– although there are infinite numbers of colliding pairs, practical 

requirements to the designer of the cryptographic hash function are 
that it is infeasible in practice to find at least one colliding pair.
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Conflicts theory vs. practice
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• The conflicts between our theoretically limited knowledge 
for one-way functions and the practical requirements, 
make the construction of cryptographic hash 
functions extremely hard.

• The task for designers is additionally hardened by 
additional security requirements:
– pseudo-randomness when it is keyed with a secret key

– near-collision resistance

– partial preimage resistance
– indifferentiable from random oracle

Conflicts theory vs. practice
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Another point of view to 
cryptographic hash functions
• The “Random-Oracle paradigm” , Bellare and 

Rogaway, 1993

Hash functions are random functions
– Digest d=h(M) are chosen uniformly for each message M

– Digest d=h(M) has no correlation with M

– For distinct M1,M2,…, digests di=h(Mi) are completely uncorrelated 
to each other

– Cannot find collisions, or even near-collisions

– Cannot find M to “hit” a specific d

– Cannot find fixed-points d = h(d)
– …
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Random oracle paradigm
• The “Random-Oracle paradigm” works like this:

1. Assume that in your system (protocol, algorithm, ...) the hash 
function that you are using is really that good (as a random 
function)

2. Try to prove the security of your system with that 
assumption.

3. Replace the ideal hash function with a particularly specified 
function.

• In practice – very useful paradigm (OAEP encryption, 
Full Domain Hash i.e. FDH-RSA, Probabilistic 
Signature Schemes i.e. PSS signatures, …)

BUT
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Random oracle paradigm

• Canetti, Goldreich and Halevi: “The random 
oracle methodology, revisited”, 1998.
• There exists a protocol (pretty artificial, but still 
theoretically sound) which is provably secure in 
the random oracle model, but becomes insecure 
when the hash function used in the protocol is 
replaced by any concretely specified hash 
function.
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Random oracle paradigm

• Stinson 2001: 
1. A proof in the random oracle model is therefore no more than plausible 

evidence of security when the random oracle model is replaced by a 
particular hash function. 

2. This was the “thesis” proposed by Bellare and Rogaway when they 
introduced the random oracle model. 

3. In favor of this thesis, it should be noted that no practical protocol 
proven secure in the random oracle model has been broken when 
used with a “good” hash function.

4. On the other hand, the Canneti-Goldreich-Halevi result indicates that 
there is not likely to be any proof that this thesis is always valid.
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Formal definition of hash 
functions and basic attacks
• Formalization used by Stinson in: “Some 

observations on the theory of cryptographic hash 
functions”, 2001 (based on Bellare-Rogaway random 
oracle model)

• An (N, M) hash function is any function f: X � Y, 
where X and Y are finite sets with |X|=N, and |Y|=M. 
These hash functions with finite domains are also 
called compression functions.
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Formal definition of hash 
functions and basic attacks (cont.)
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order � � 0.5, q� 0.69·2n
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order � � 0.5, q� 0.69·2n



27

NISNet - Winter School FINSE, 25 - 30 April, 2010,Cryptographic hash functions

Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order � � 0.5, q� 0.69·2n + 1
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Formal definition of hash 
functions and basic attacks (cont.)

For an n-bit hash function (i.e. M=2n) 
in order � � 0.5, q� 1.18·2n/2
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Choosing the length of Hash 
outputs
• Because of the birthday attack, the length of hash 

outputs in general should double the key length of 
block ciphers
– From 2010 recommended hash functions and hash output lengths 

are: SHA-224, SHA-256, SHA-384, SHA-512 with projected 
collision security of 112, 128, 192 and 256 bits.
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1 E Flops

10 E Flops

100 E Flops

1 Z Flops

25 years in the future

10 E Flops

~280 computations in one year

~2100 computations in one year

2010 - Exact match with 
NIST recommendation to 

stop using SHA-1 (designed 
for 80 bits of security)
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Iterative Construction of Hash Functions 
(Merkle-Damgård Construction)

• A hash function needs to map a message of an arbitrary length to a 
n-bit output

– h: {0,1}* ® {0,1} n

• The iterative construction
– use a compression function that takes a fixed-length input string 

and output a shorter string

• f:{0,1} n + t ® {0,1} n

– a message is divided into fixed length blocks and processed 
block by block

– Merkle and Damgård in 1989 (independently) showed that given 
a collision resistant compression function, a collision resistant 
hash function could be constructed
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Iterative Construction of Hash Functions 
(Merkle-Damgård Construction)
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A short history of practical hash functions 
constructions (and their failures)

• MDx family
– Proposed by Ronald Rivest for 

RSA Labs
– MD2: 1989, Broken
– MD4, 1990, Broken
– MD5, 1992, Broken

• Inspired by MD x family
– RIPEMD: 1995, Broken
– RIPEMD-160: 1996
– Haval: 1992, Broken

SHA family, (SHA: Secure Hash Algorithm) – also inspired by MDx 
family
� Developed by NSA (National Security Agency)

SHA-0, 1993, FIPS-180, US Gov., Broken
SHA-1, 1995, FIPS-180-1, US Gov., Theoretically broken in 2005
SHA-2, 2002, FIPS-180-2, US Gov., SHA-224/256/384/512
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A short history of practical hash functions 
constructions (and their failures)
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