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Where innovation starts

Outline

TEvoting and cryptography:

fIntro & high -level approach
FBuilding blocks

¥ Classification of approaches

¥ Overview of (cryptographic) primitives
T Example voting schemes
T Specific protocols:

1 Interval proofs

¥ Client/server tradeoffs

Throughout, we consider national/general
elections, hence high(est) security level.
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Where innovation starts

The Software Crisis

tCoined by F.L. Bauer in  1968; publicised by
Edsger W. Dijkstra in his Turing award lecture in
1972.
+Symptoms:
i Projects running over -budget.
i Projects running over -time.
i Software was of low quality .
i Software often did not meet requirements
i Projects were unmanageable and code difficult to
maintain .
tNew software engineering methodologies tend
WR KHOsveiRlett § WKRXJK

Feven to this day

Source: Wikipedia
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Recent GHYHORS P HORES/ &

F US (California), August 3, 2007
¥ Secretary of State Bowen decertifies all electronic voting
systems for California
i Diebold, Hart Intercivic , and other systems
I Netherlands, September 27, 2007
T Secretary of State Bijleveld decertifies all electronic voting
systems for the Netherlands
i percentage e -voting grew to close to 100% !
i NedAp and NewVote SDU machines
¥ Critical evaluations revealed lots of problems

¥ Prior certification apparently meaningless !l

T Back to paper -based elections?!

¥ Currently, in the Netherlands, parts of Germany, and other
places (e.qg., things in England got rather messy too)

The E-Voting Crisis

+Symptoms:
i E-voting laws apparently meaningless,  under -
developed

i Certification apparently meaningless,  not strict enough
i Voter confidence seriously hit, or indifference?

i Implementations of systems of  low quality

i Management/operation of systems  poor

i

No consensus among scientists; argue (or, fight?) with
each other zwhat should policy makers make of this?

i Lack of international standards and open specifications



Nature of E -Voting

TE-voting: probably single most controversial
application in the field of information security

tinvolves almost any area in information security, from
computer security and cryptographic issues to human
psychology and legal issues

ta minefield of paradoxes

Fatruly wide variety of approaches and e -voting systems
have been proposed
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Recently appeared handbook chapter

Algorithms and Theory of
Computation Handbook 1 5

Second Edition

Voting Schemes
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Edited by
Mikhail J. Atallah

Marina Blanton

Electronic elections

+Solve security and privacy issues:
1 By trust?
1 By legal measures?
1 By technology? Yes, using cryptography !

T Cryptographic approaches to electronic elections have
been studied since early 80s, in three waves:

1980 £ Chaum on anonymous communication ( MIXes), J. ACM 1981

T Concepts and feasibility of voting protocols

1990 ¥ emergence of the World Wide Web, huge interest in remote
voting. Emphasis shifted to efficiency concerns, resulting in
quite practical schemes.

2000 ¥ the “Florida 2000' US election fiasco, which renewed interest
in voting from polling stations, leading to voting schemes
which combine cryptographic and physical aspects.
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FfFocus on role of cryptography
¥ classical cryptography
i basic authentication and encryption techniques
t modern cryptography

i zeroknowledge proofs, secret sharing, commitments,
secure multiparty computation, blind signatures

i good for resolving paradoxes

T Cryptography helps to isolate and to solve particular
subproblems .

Remote vs polling station e -voting

TIn both cases, encrypted votes can be used
t tallied without revealing individual votes

FRemote e -voting:
T voters themselves compute encrypted votes
Fcan be fully electronic

FfAdvanced polling station e -voting:
T authorities compute encrypted votes

T typically voter marks vote on some  physical (paper)
ballot (Pret-a-Voter / Punchscan )
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Solution = Scheme + Infrastructure

tVoting scheme: cryptographic core of the system,
protects even against insiders (who run the system)

tSecurity infr stop a
multitude of

e computers

T o« ««««

tShortcoming cheme, in
particular, the lack of universal verifiability,
cannot be remedied by strengthening the
security infrastructure

6L FRPPDQGPHQWYV

I.  Thou shalt keep each voter's choices an
inviolable secret .

Il.  Thou shalt allow each eligible voter to vote
only once , and only for those offices for which
she is authorized to cast a vote.

lIl. Thou shalt not permit tampering with thy voting
system, nor the exchange of gold for votes

IV. Thou shalt report all votes accurately

V. Thy voting system shall remain operable
throughout each election.

VI. Thou shalt keep an audit trail to detect sins
against Commandments Il -1V, but thy audit trail
shall not violate Commandment |

Old, informal list. But do we really have a better one ?!
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Hard nut to crack

TPrivacy and verifiability at the same time

1 Ballot Secrecy:

T even when the system is fully audited, all individual
votes should remain private

i vs. outsiders and insiders
tUniversal Verifiability:

tanyone (incl. observers, auditors) is able to verify the
integrity of the election result  against the encrypted
votes cast by legitimate voters

7ZR 3 RSSRVLWH™ DSSURDFK
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T special -purpose computer, to execute nothing else than
the voting protocol

T master key stored inside

+Go distributed (and scalable):
¥ multiple voting servers & talliers
i threshold security
i HHTWUHPH FDVH B3ERDUG URRP HOHFWL

i all voters are talliers too (like in peer -to-peer
systems)

i currently not realistic for performance reasons
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Scalable, distributed trust

tSingle tallier sees everything : T e
Bob No 0
Carol Yes 1
Diana No 0
FRandom split between two talliers : o :
Tallier 1 Tallier 2
Alice Yes -1287 +1288
Bob No -1999 +1999
Carol Yes -769 +770
Diana No -1334 +1334
Total -5389 +5391 +2

TNumber of talliers can be varied independently of other
characteristics of the voting system




























































































































































