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Disclaimer 
My presentation, as well as anything I say, do, show, demonstrate, 
give away or try to sell you is my personal stuff & opinions. 

 

My employer have chosen not to be a part of this in any way, as 
such my employer cannot and will not be held liable. My opinions 
does not necessarily reflect that of my employer, our customers or 
partners. 

 

Etc etc. 

 





About me 
·Valid certifications: 
·Certified Information Systems Auditor  
·Certified Information Security Manager 
·Certified Information Systems Security Professional 
·Information Systems Security Architecture Professional 
·ITIL v3 Foundations 

 

·Passwords^10 conference in December 2010 
·Videos: http://ftp.ii.uib.no/pub/passwords10/  



Passwords^11, June 7-8, Bergen 
·Prof. Frank Stajano 

(Cambridge) 
·Prof. Kirsi Helkala (Gjøvik) 
·Simon Josefsson  

(Head of  R&D, Yubico) 
·Bendik Mjaaland 

(Accenture) 
·John Arild M. Johansen 

(CSO, Buypass) 

·Erlend Dyrnes 
(CSO, Nextgentel) 
·Chris Lyon 

(Mozilla)  
·James Nobis 

(Freerainbowtables.com) 
·Dmitry  Sklyarov 

(Elcomsoft) 
 



Examples 



Sony Playstation Network 
·70+ million accounts compromised 

·#PSN unavailable for 3 weeks 

·Playstation store unavailable for 4 weeks 

·New firmware: v3.61 

·All passwords must be changed 

 



#PSN Password Reset 
Playstation  Online (web)  



PS3 Policy #1 Revealed 
Playstation  Online (web)  



PS3 Policy #2 Revealed 
Playstation  Online (web)  



Web Password Reset CAPTCHA 
Playstation  Online (web)  



#PSN Partial CC Data Stored 
Playstation  Online (web)  



PS3 vs Web ς Policy Comparison 
Playstation  Online (web)  



#PSN Password Reset 
Playstation  Online (web)  



#PSN ς ¢ƘŜǊŜΩǎ more! 



Sony BGM Greece 





Login (https) 



I Forgot My Password! 



Which Language Sir? 



E-mail received: 



Or: License Number Ҍ ¢ŀƎ L5Χ 





Todo List 
·We need: 
·Usernames and/or username algorithm  at targetcorp 
·Windows domain (if applicable) 
·Account lockout policy  
·FQDN to webmail service 
·Online password cracker 
·Some passwords (statistics are your friend!) 
· (Google is your friendȣɊ 

 
·And patienceȣ J 

 
 

 
 



Online Password Attacks 
THC Hydra  Medusa  

http://www.thc.org/thc -hydra/network_password_cracker_comparison.html 

Ncrack  



Possible targets found: 
Potential  targets:  

·Webmail.ntnu.no  

·Webmail.inbox.com 

·Webmail.nr.no  

·Webmail.uib.no  

·Webmail.unik.no  

·Webmail.uia.no 

·Webmail.uni.lu  

 





Got Hash? 
SQL Injection  Attacks: 

SQL injection  is a code injection technique that exploits a security 
vulnerability  occurring in the database layer of an application. The 
vulnerability is present when user input is either incorrectly filtered 
for string literal  escape characters embedded in SQL statements or 
user input is not strongly typed and thereby unexpectedly executed. It 
is an instance of a more general class of vulnerabilities that can occur 
whenever one programming or scripting language is embedded inside 
another. 

Source: Wikipedia J 

http://en.wikipedia.org/wiki/Code_injection
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/Database
http://en.wikipedia.org/wiki/Application_software
http://en.wikipedia.org/wiki/String_literal
http://en.wikipedia.org/wiki/Escape_sequences
http://en.wikipedia.org/wiki/SQL
http://en.wikipedia.org/wiki/Strongly-typed_programming_language


Hashkiller.com 


