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‘Disclaimer

My presentation, as well as anything | say, do, show, demonstrate,
give awayor try to sell youis my personal stuff & opinions.

My employer have chosen not to be a part of this in any way, as
such my employer cannot and will not be held liable. My opinions
does not necessarily reflect that of my employer, our customers or
partners.

Etc etc.
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"Aboutme

Valid certifications:
. Certified Information Systems Auditor
. Certified Information Security Manager
. Certified Information Systems Security Professional

- Information Systems Security Architecture Professional
- ITIL v3 Foundations

Passwords™1@onferencein December2010
- Videos: http://ftp.ii.uib.no/pub/passwords10/
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Passwords”11, June8, Bergen
Prof. Frank Stajano Erlend Dyrnes
(Cambridge) (CSO, Nextgentel)

Prof. Kirsi Helkala (Gjgvik) ——Ch#xs-Lyon

Simon Josefsson (Mozilla)-

(Head of R&D, Yubico) JamesNobis

Bendik Mjaaland (Freerainbowtables.com)
(Accenture) Dmitry Sklyarov

John Arild M. Johansen (Elcomsoft)

(CSO,Buypass
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Sony Playstation Network

70+ million accountscompromised
#PSNunavailable for 3 weeks

Playstation storeunavailable for 4 weeks
New firmware: v3.61

All passwordsmust be changed




#PSNPasswordReset

Playstation Online (web)

<B. PlayStation-

Account Manageme

Your password s no longer valid
You must change your password

Enter your sign-in ID and date of birth to reset your password.

Sign-in ID |
(E-mail Address)

Date of Birth a7 viid Y

Cancel Continue




- PS3Policy #1Revealed

Playstation Online (web)

Password

Enter the new password.

e .

* Use at least eight characters consisting of both numbers and letters

] ——

[Re-enter)

Select the method for resetting the password.

] Reset Using E-mail




- PS3Policy #Revealed

Playstation Online (web)

#» The inforrmation you entered is not valid.
_ When creating a password, note the following:

An e-mail message has been sent from PlayStation®Network to the following e-mail address:
pe

- The password must not contain a letter or a number used three or more
fimes in a row.

- The password must not be the same as your sign-in ID or online ID.

- You must enter the password correctly in two fields.

- Letters are case-sensitive.

- The password must be different than your previous password.




Web PasswordReset CAPTCHA

Playstation Online (web)
Passwora

‘) Qriocity. 4G Rexstayon

Update completed.
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#PSNPartialCCDataSored

Playstation Online (web)

Billing Informatic

Enter your credit card information.

Edit the password for

Cardholder's Name :::‘ R c |
CoTNUNDw B e—— )

* Nio hyphens required Re-Enter New Password |‘ |

* This is the 3 or 4 digit code

on your card. Continue
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PS3rsWeb ¢ PolicyComparison

Playstation Online (web)

The information entered is not valid.
@, The nformation you

a password, note the following:
Your password must:
- contain at least eight characters
- contain at least one letter and one number
- not contain any character used more than two times in a row

- The password must not contain a letter or a number used three or more - not match the sign-in 1D

fimes in a row.
- The password must not be the same as your sign-in ID or online ID.
- You must enter the nasswaord correctlv in two fields.

- Letters are case-sensitive.
- The password must be different than your previous password.

Please try again.




mssword?eset

Playstation Online (web)
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rofile Updates Lists

Sony's May, so far: 1) PSN hack 2) SOE
hack 3) Sweepstakes hack 4) PSN
password glitch 5) Phishing site on
sony.co.th... #bettersafethansony




CREATE NEW PASTE TOOLS ARCHIVE FAQ

. CREATE NEW PASTE gflj TRENDING PASTES SIGN UP
Sony BGM Greece Hack £ 0K
BY: A GUEST | MAY 22ND, 2011 | SYNTAX: NOME | SIZE: 40.10 KB | VIEWS: 5,933 | EXPIRES: NEVER

COPY TO CLIPEOARD | DOWNLOAD | RAW | EMEBED | REPORT ABUSE Kl Like

Build and rule your dream kingdom

Play Free Forever

1. DB Detection: MsSQL no error (Auto Detected)
2. Method: GET
3. Type: Integer (Auto Detected)
4. Data Base: SONYBMG
5. Table: USERS
6. Total Rows: 8385
7.
8. wu_id u_usr u_name u_pwd u_company u_email u_tel FOREIGN DOMAIN u_regdate
u_lname
9. 8 aggelinaaa Alex Be4994 E2@mail.gr o] alex
i@. 8 aggela Alex 201996 &1t ;3 c] Alba
1. 8 aggelika Alex BE2369 EHA1B2 [ &H23T &R237T &H#225,; &F1948H223 [ 8H243 8#231; 0]
albandis
1i2. 8 affirmation aggelika EEEE69T740101041 - o] ADANIS
13. 8 abakas 1218 c]eleiclo] - o] ---
14. 8 abg a GooeEe - o] -
i5. 8 - 2]
6. 8 agapaki9 Akis 2281981 - 2 agelopoulou
17. 8 agapy akis4s DEES9E - c] aggelakopoulos
18. 8 aces24602 abram [2]alalelala] - 2] P386TT5434






Login(https)

Mew customer Forgot password Forgot customer number

AutoPASS - Bergen Bompengeselskap AS

Log in % =

<]>' Enter your customer id and password to log in.

Customer Id: I I

Password: | |

If you are already a customer of this tolling, you will find your customer Id of your last invoice. If you do not know your password and
have registered your e-mail address, you can receive it on e-mail by clicking Forgot password’. You can click 'Mew customer” if this is
the first time you use AutoPASS Web.



| ForgotMy Passwort

Log in MNew customer Forgot password Forgot customer number

AutoPASS - Bergen Bompengeselskap AS
- =
Forgot Password a %

If you enter your email address or your customer id, you will receive an email with your username and password. If
you still haven’t activated your customer relation, you will instead receive a new activation mail.

Emails Customer id: 4_'1|
_Send |




WhichLanguage Sir?

Log in Mew customer Forgot password Forgot customer number

AutoPASS - Bergen Bompengeselskap AS
- .
Forgot Password & %

Merk: You will shortly receive an email containing both username and password. Epost sendes til
per@thorsheim.net. Kontakt kundesupport pa telefon 815 000 67 dersom epostadressen er feil.




E-mail recelved

Your customer id is 400210881 where the password is PMOsT;FxXGuNBp &EA4%L° Sp;

If support is needed, please use emalil address bergen@brotunnel.no or phone number 815 888 &7

Best regards
Bergen Bompengeselskap AS
http://vwww.brotunnel .no/Default.aspx?tabid=584&subtabid=592




Or: Licens&lumberb -

Log in MNew customer Forgot password Forgot customer numbe|

AutoPASS - Bergen Bompengeselskap AS
- ——
e T

Forgot customer Id and/or password

To get customer Id and password, you must enter tag id and license number for one of your vehicles

You will receive an e-mail with your customer Id and password it your e-mail address is registered. If it is not, you
will receive a letter from the tolling containing information about your customer Id and password withing a few

waorking days.

License plate:

Tag Id:

How do | find the tag 1d?

Send
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Breaking in — onlme attacks

The VingCard lock 1o yo orr ot self-latching.

Door will stoy&l I loc ked by card.
LS ‘

Free
- Wep ke 4738172040
Wi RotY -

S@ Qbm goo“

Port : 2325 Hoveddor : 2010 "
Frokost: 07.00-10.00 (07.30-10. 30)



TodoList

We need.
. Usernamesand/or usernamealgorithm at targetcorp
- Windows domain (if applicable)
- Account lockout policy
. FQDN to webmail service
- Online passwordcracker
. Somepasswords(statistics are your friend!)
. (Google isyour friend8 q

And patience8 J



P —
OnlinePasswordAttacks

THC Hydra Medusa Ncrack

Ncrack

http://www.thc.ora/thc -hvdra/network password cracker comparison.htm




Possibldargetsfound:

Civ

Microsoft

Office Outlook'Web Access

Potential targets:

- Webmail.ntnu.no

- Webmail.inbox.com
- Webmail.nr.no

- Webmail.uib.no

- Webmail.unik.no

- Webmail.uia.no

- Webmail.uni.lu



Offline Password Attacks

I AM MORDAC, THE
PREVENTER OF INFOR—
MATION SERVICES,
AND 1T BRING YOU MY
NMEWEST BIOMETRIC
SCANNER.

INSTEAD OF A PASS—
LIORD, I PUT THIS ON
YOUR HEAD AND SQUEEZE
UNTIL YOU SCREAM IN A
LAY THAT ONLY YOu

CAM SCREAM.

scotiadama® sol.com
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www.dilberL.eom
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"GotHasI? .

SQLInjection Attacks:

SQL injection isa technique that exploits a

occurring in the layer of an . The
vulnerability is present when user input is either incorrectly filtered
for embedded in statements or
user input is not and thereby unexpectedly executed. It

IS an instance of a more general class of vulnerabilities that can occur
whenever one programming or scripting language is embedded inside
another.

Source: Wikipedial


http://en.wikipedia.org/wiki/Code_injection
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/Security_vulnerability
http://en.wikipedia.org/wiki/Database
http://en.wikipedia.org/wiki/Application_software
http://en.wikipedia.org/wiki/String_literal
http://en.wikipedia.org/wiki/Escape_sequences
http://en.wikipedia.org/wiki/SQL
http://en.wikipedia.org/wiki/Strongly-typed_programming_language
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Hashkiller.com



