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Background

Number of new threats
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SeaMonster explained

— Graphical modeling

application <<device>>
. :Workstation
— Supports well known modeling
i <<executionEnvironment>>
techniques e
— Common information model
— Based on EMF and GMF on <<executionEnvironment>>
. Eclipse Framework
top of the Eclipse framework
— Freely available and open <<component>> & |
SeaMonster
source
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Video...
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XSS example: VCG (1)
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XSS example: VCG (2)

Incorrectly filtered escape characters Incorrect type handling

Lack of input validation

Weak input restrictions

Injection flaw
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XSS example: Attack tree

Search for vulnerability patterns

Locate vulnerability

XSS Attack

Inject attack script

User executes attack script

Identify unpatched software

Analyse error messages
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XSS example: Misuse case diagram
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XSS example: Security activity graph

Injection flaw

Use application level firewall

Avoid external interpreters |
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Conclusion and further work

— Model sharing repository

— Add supplementary security
modeling notations
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